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CSA Protection - WMF Exploit

CSA Provides 0-Day Protection Against WMF Exploit
- PRIVEON

e 0-Day Exploit
— Bugtraq Post on 12/27

“Warning the following URL successfully exploited a fully patched windows xp
system with a freshly updated norton anti virus.

unionseek.com/d/tl/wmf_exp.htm

The url runs a .wmf and executes the virus”

— SANS - Internet Storm Center 12/28

“We are moving to Infocon Yellow for a bit. There has been some debate among the
handlers about this step, but considering that a lot of people are on holidays and
might otherwise miss the WMF 0-day problem, we have decided to raise the alert
level.”

“While the original exploit only refered to the Microsoft Picture and Fax Viewer,
current information is that any application which automatically displays or renders
WMF files is vulnerable to the problem. This includes Google Desktop, if the
indexing function finds one of the exploit WMFs on the local hard drive ...”
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CSA Protection - WMF Exploit

CSA Stops Code Execution from Buffer Overflow

‘A about:blank - Microsoft Internet Explorer

File Edit  Wiew nole

Edit Favaorites  Tools  Help
| b Back [ =3 :x :w ¥ ﬁ] Search “-fn" Favarites . "-3' :‘ 15 =
€ > | A4 = = =

Address @ http: /10,11, 20 malwar e fxpl vamf

= xpl[1] - Windows Picture and Fax Viewer
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Cisco Security Agent: A problem was detected.

2 The process CHWINDOWS syetem32irundll32. exe is attempting o
\:!f) invoke a system Function Fram a buffer. Do you wish ko allaw this?

‘fes

() es

o

(Mo

(%) May, Terminats this application
rundl32 . exe (Default)

[Coon't ask me again

Default action will be takenin 4 minutes:53 seconds

riky Sgent:...
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CSA Protection - WMF Exploit

CSAMC Event Detalls
-

@ X Management Center for Cisco Security Agents ¥4.5 - Event details - Microsoft Internet Explorer

PRIVEON
B

Print | Close

» Policy rule details:

Qo © ¥ @

Address éj https:ffdel750-2fcsamcdd

1y Sttt

Description
Module

nenk Center ...

Metwark Applications, Access system functions fram a buffer
General Application Permissions - all Security Levels [V, %4.5.1 r533]

Cisco SYSTEMS Cisco Security Agent Englisfc The process @appname is atternpting to invoke a systern function from a buffer. Do you wish to
query allow this?
Spanisk. El proceso @appname intenta invocar una funcidn del sistema desde un bdfer. jDesea permitirla?
Franch: Le processus @appname tente dinvoguer la fanction systéme & partir d'un tampaon. Youlez-vous
Events »>EventLeg autoriser cette operation ?
Germar. Der Prozess @appname versucht, eine Systernfunktion, aus einern Puoffer aufzurufen. Soll dieser
L Yorgang zugelassen werden?
Viewing 266 - 217 of 266 ftaliar || processo @appname sta tentando di richiamare una funzione di sisterna da un buffer. Autorizzare
guesta operazione?
Event log generation time: 12\{ Japanese: 0000 @appname 00000000 0 00000000O00O00O0OOO00 OODOOOOOOOOOO
S e Koresn 000D @apphamen(0) 0000 OO0 000 0000 000, 00 00000007
Rule Module: All Simplified Chinese: 00 @appname 0000000000000000000OO0OO
Events per page: S0 e
Filter out duplicates: Na » Event details:
Event Text The process TYWWINDOWS sy stemn32vundll32 exe’ (as user XPSF2WJoe User) attempted to call the function
CreateFileA"a.exe") from a buffer (the return address was OxcB0ed). The code at this address is 32c05050
# Date Host b040c1e0 1850ff75 355505 89454433 c066b50c 012be08hb f45d5e04’ This either happens when a process
uses self-modifying code or when a process has been subverted by a buffer overflow attack. The user was
266 13/23/3305 #PSP2 gueried and a Terminate' response was received.
AMI ' Event Time server: 12/29/2005 12:53:37 AM: agent: -1 hour
Code HACL OWERFLOWY QUERY
Plnt 4
265 12/29/2005 RPSPZ2 Pint2 172
ifﬂ’ 53137 PString CAIND OWYShsystem3ZirundliZ2. exe
time 329.8 (geconds since boot)
type APICALL
Processld 1216
264 12/29/2005 APSP2 ApiOperation BufferOwerflowDetected
odTies Credentials os=win32 T=XPSP2\Joe
User t=0105000000000005 150000007800501 FAD20956.A07 ES3EZBEBO30000,G=xPSP2
“None,g=0105000000000005 150000007800601 FAD20966A07 ES5B2B01020000
ApiPInt1 811236
ApiPString1 32c05050 bO40cle0 1850££75 39££5508
A9AC4477 ~NAEARAN~ N1 2henfh fARAG=NA
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CSA Protection - WMF Exploit
CSAMC Event Detalls (cont...)

@ X Management Center for Cisco Security Agents ¥4.5 - Event details - Microsoft Internet Explorer

ApiOperation
. . Credentials
Qe - © ¥ [3]
Address g‘] https:ffdel750-2fcsamcdd
Cisco SYSTEMS ApiPlnti
ApiP5tring1
ApiPString2
Events » Evg :
Event Log ApiPInt2
Ewent Monitor B :
ApiPString3
A A _ ol Event Log hai
Yiewing 266 QEVEm Sete
Alerts
Event log generation time:
Severity: Infa args(d)
Host: All a
Fule Madule: All ApiPlnt3
Events per page: S0 A
Filter out duplicates: Na argl(dl
FlattenedForm
# Date Host
266 12/29/2005 RHPSPZ2
12:53:38
Al
Disassembly
265 12/29/2005 RPSPZ2
12:53: 37
AM
264 12/29/2005 HPSP2
12:47:53
Al

1y Sttt

nenk Center ...
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BufferOverflowDetected
os=wind2 T=XPSP2\Joe

User t=0105000000000005 150000007 300501 FAD20966A07 ES3E2BEBNZ0000,G=xPSP2
‘\Mone g=0105000000000005 150000007800601 FAD20966A07 ES362601020000

811236

32c05050 bO40z1e0
89454433 cOeeb20c

CreateFileA,
12185364

00fELS0D
ooooooonn
ooooooon
6657400

2460000
nooonoooo
61226578
oooonoooo

a.exe
811220
1

{t-1135835616 n-655626000 z--21600 sm-114 sc-13 dm-1 de-7 cd-555 hp-2 p*(i-4 -172 w-

CaINDOWYShsy stem3Zirundll32. exe ritype-17 time-3298 pnd-83888257 rapi®(pid-1216 op-8 p™(-811236 d-
Yamugblgbdogg2F DASFvikyrendWhHIdbS cdlsFIEra a-CreateFiled, i-12185364 d-
a3FUagoymaaBEMlaaaaaabassaaasaaacaaaaiaaaaaaaaabsszdvyaaaWOPows vy DasaaaaWDDaiF KObGE0
g-a.exe FE11220 -1 ) crOwin3Z %00TPEP2oe 20U ser

00t010500000000000515000000780060 1 FAD20966A07 ES3582BEB030000%00GXP SP24 None %
00g0105000000000005150000007 300501 F AD20966A07 ES3E2B01020000%:00 ) 1 3)

Address Code

000ce0d4 J2cl

000ce0de 50
000ce0d7 50

000ce0ds bo40
000ce0da cle01s
000ce0dd =)
000ca0de ff7538
0oo0ce0el ff5508
000cAOed4** 394544
0o0o0cele? 33c0
0o00ce0ed B6bE0C01
000ce0ed Zben
000ca0ef gbfa
000ce0fl Gd5e0d

1850££75
012be08b

fO0fabo00
ozooooon
65000000
771d80%c

Instruction

xor al,al

push eax

push eax

moy al,0x40

shl eax,0x18

push eax

push dward[ss:ebp+0x38]
call dword[ss:ebp+0xa]

moy dword[ss:ebp+0x44] eax
XOF BaX,eax

oy ax,0x10c

sub esp,eax

mov esi,esp

lea ebyx,[esi+0xd] o

PRIVEON

CEX

JB££EEDD
£48d5=04

00000040
82000000
77696269
241a807c




CSA Protection - WMF Exploit

CSAMC Default Desktop Policies (CSA 4.5.1.639)

<3 Management Center for Cisco Security Agents V4.5 - Microsoft Internet Explorer

PRIVEON

File Edit Yiew Favorites Tools  Help

eBack M > \ﬂ \ELI _h /-._\J Seatch ‘T;IT'\':(Favorites E‘}: J - L:I_'_ — ﬁ

Address é:l https:ffdel750-2 fcsamc4Swebadmin

v|Be ks ?

Cisco SysTEMS Management Center for Cisco Security Agents ¥4.5 Close | Help | About
Events Systems Configuration Analysis Maintenance Reports Search Help
-
Attached Policies 1
Folicy Mame Wersion Description Rule Modules
Document Security - Windows 4.5.1r639 Policy to protect user documents 1 module
Ermail Client - Basic Security - Windows 4.5.1r639 Basic application enforcement policy for email client software. 2 modules|
General application - Basic Security - Windows 4.5.1 r639 Basic, Application independent security policy for Windows 2 modules
Installation Applications - Windows 4.5.1 r639 Software Installers for Windows 4 modules
1P Stack - Internal Metwork Security 4.5.1r639 Policy for protecting the IP Stack on internal systems 1 module
Metwork Personal Firewall 4.5.1 r639 Control network access and provide some end user access controls, 1 module
Operating System - Base Protection - Windows 4.5.1r639 Basic protection for Windows 0S5 5 modules
Wirls Scanner - Windows 4.5.1r639 Application enforcement policy for virus scanner software., 1 module
Combined Policy Rules
Wiew All2 rules
Enforce rules: 121 (click the header links to sort)
I Type Status  ~Action Log Description Eule Module
529 ppplication control  Enabled 0 3E Email applications, invoke Cmd Shells... Email Client Module - base security
W4.5.1 r639
526 File access control  Enabled (/] FE Email applications, read/write dynamically guarantined filas Email Client Module - base security
W4.5.1 re39
64 MNetwork access Dizabled (/] FE Al applications, server for TCP and UDP services Installation - Application Permissions
control Module [V4.5.1 r639
113 Reqistry access Enabled o FE 4pplications processing untrusted content, write Local User System Hardening Module [v4.5.1
control account keys r6a9]
600 Application control  Enabled (] % Al Applications, Invoke MS sysacmgr Installation - Application Detection -
Install detected [v4.5.1 r639]
EF-ul L o ey L = Lol o 2 1L L . I Lo Ll hd Ty | S L o | W SR b
Save | Delete | Reset Cisco Security Agemts | . Mo rule changes pending Logged in as: Iboggis
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CSA Protection - WMF Exploit

CSAMC Event Detalls (cont...)
- PRIVEON

* The following slides step the user through
the entire WMF exploit and a Spyware
version of payload execution to demonstrate
how CSA provides protection at all levels
using default desktop policies.

Note: This is for demonstration purposes only. In a normal CSA
deployment the user would not see any of these query messages.
CSA would provide protection without user interaction.
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CSA Protection - WMF Exploit
Step 1. Buffer Overflow and Code Execution

S e PRIVEON

about:blank - Microsoft Internet Explorer |Z| [E| E|
§ _ﬁg

Tools  Help

\) Back \_) @ @ ih /".j Search *Favorites @ L:zv “*g.f-‘ i_,_—i, .‘3

Address |@ hikkpeff10. 1.1, 20fmalwarexpl, wif V| Go Links

ndows Picture and Fax Viewer
Cisco Security Agent: A problem was detected.

i The process CAWINDOWS system32\ rundll32. exe is attempting to
\\l) invoke a system Function fram a buffer. Do you wish to allaw this?

s

O ves
e -

Generating preview, | @ND, Terminate this application
rundll3z.exe (Default) -

(IMa

[CJoon't ask me again

Default action will be taken in 4 minutes:42 seconds

(wum

Apply |

Fr’:' 535” & 3 Center .. =8 about:blank
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CSA Protection - WMF Exploit
Step 2: Tries to Run Payload (a.exe)

- L

/2 about:blank - Microsoft Internet Explorer

i = F

Edit  View  Favorites  Too

© ¥ ¢

:j /':\J Search “}/1? Favorites @ [__j’:v .;"'_.. i’J__J .ﬁ

PRIVEON

..JZJ -

Address |@ hikkpeff10. 1.1, 20fmalwarexpl, wif

v| Go Links *

User\Local SettingsiTempha, exe which has been recently
downloaded and may be dangerous. Da you wish to allow this?

Yes

O'ves
e ”

(%) Mo (Default)

(C) Mo, Terminate this application
rundl32. exe

[Cloan't ask me again

Default action will be takenin 4 minutes:49 seconds

Cisco Security Apent: A problem was detected.

i h process is atkempting ko invoke CHiDocurments and SettingsiJoe

(=

Apply

-+ 4 start 3 23 about:b
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CSA Protection - WMF Exploit

Step 3: Payload Tries to Write DLL to System Folder
PRIVEON

S

about: blank - Microsoft Internet Explorer

\_/] @ @ :‘j /':\' Search ﬂ? Favarites @ [_j’:v .;"_.. ;_j_‘" .'3

Address |@ hikkpeff10. 1.1, 20fmalwarexpl, wif

Cisco Security Apent: A problem was detected.

® . The process Ci\Documents and SettingsiJos UseriLocal
1 Settings\Templa.exe is attempting to maodify the system File
CAWINDOW S system32hihd. dil. Do vou wish to allow this?

Yes

Cies

(%) Mo (Default) - * .
i

(C)No, Terminate this application
a.exe

b
|Denv the application access to the resource in question,

[Cloan't ask me again

Default action will be takenin 4 minutes:55 seconds

[®

Apply

Q Internet

23 about:b
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CSA Protection - WMF Exploit
Step 4: Payload Tries to Modify Registry

PRIVEON

about: blank - Microsoft Internet Explorer

) @ @ :h /':\' Search “:;E’ Favorites ) [_’:v

Address |@ hikkpeff10. 1.1, 20fmalwarexpl, wif V| Go Links

Cisco Security Agent: A problem was detected.

®  The process C:\Documents and Settings'Joe UserLocal
\:!‘) Settings\Tempia.exe is attempting ko modify the registry key Y
REGISTRYIMACHINE,SOF TWaARE Microsoft)Windows,
CurrentVersion\ExploreriBrowser Helper Objects),
o {3366130d-6455-4605-b50c-5721772h0928H,, Do you wish to
allaws this?

‘fes

Oes L

W sl =N
-

(%) No (Default)

() Ma, Terminate this application
a.exe

[Joan't ask me again

Default action will be kakenin 4 minutes!S7 seconds

[=

Apply |

Q Internet

>
s Stant - Management Canter ...
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CSA Protection - WMF Exploit

Step 5: Payload Tries to Modify Registry (cont...)

S

about: blank - Microsoft Internet Explorer

\_/] @ @ :h /':\' Search ﬂ? Favarites @ [_j’:v .;"_.. ;_j_‘" .'3

Address |@ hikkpeff10. 1.1, 20fmalwarexpl, wif

v|Go

Cisco Security Agent: A problem was detected.

2 The process C\Documents and SettingsiJoe UseriLocal
\:&) Settings\Tempia. exe is attempting ko madify the registry key 4
REGISTRYMACHINEYSOF TWARE \Microsoft Windowsh,
Current¥ersion\ExploreriBrowser Helper Objects!. Do you wish to
allaws this?

‘fes

Oes

Mo
(%) No (Default)

()Mo, Terminate this application
a.exe

[CJoon't ask me again

Default action will be takenin 4 minutes:54 seconds

=

| Apply |

PRIVEON

23 about:b
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CSA Protection - WMF Exploit

CSAMC Event Details (Steps 1-5)
- PRIVEON

1 Management Center for Cisco Security Agents ¥4.5 - Microsoft Internet Explorer [:I[Elg|
'lr

File Edit Wiew Favorites Tools  Help h

5 — A -
- 1 > ) L= i £ - s
@ Back =) \ﬂ \ELI (p) | j Search P Favorites 61 i = .4"

Address g‘]https:,l’,l'deII?SD-2,|'csamc45,|'webadmin v .Go Links *
Cisco SvsTEMS Management Center for Cisco Security Agents V4.5 Cleccllfiiciplijabout
Events Systems Configuration Analysis Maintenance Reports Search Help
. -
2 Date Host Severity Event
271 12/29/2005 XPSPZ The process 'C:\Documents and SettingsiJoe User\Local SettingshTempha.exe' (as user xPSP2%Joe
12:59:18 Usery attempted to access the registry key
A “REGISTRYSWMACHINENSOF TWARENMIcrosofty\WindowshCurrentYersion\ExplorersBrowser Helper
COhjects', value ", The attempted access was a write {operation = CREATE/KEY). The user was
queried and a 'Yes' response was received.
Details  Rule 131 Wizard Q Find Similars
270 12/29/2005 =PSP2 The process 'C:h\Documents and SettingsyJoe User\Local SettingshTempha.exe' (as user *xPSP2YJoe
12:58:49 User) attempted to access the registry key
A SREGISTRYSWMACHINENSOF TWAREWMIicrosofty\Windows\CurrentYersion\ExplarersBrowser Helper
Ohjectsi{3386130d-6456-46b9-b80c-8701772b0929}, value ". The attempted access was a write
{operation = CREATESKEYY. The user was queried and a "Yes' response was received.
Cetails Rule 131 | Wizard A Find Sirnilar s
269 12/29/2005 xPSP2 The process 'C:hDocuments and SettingshJoe UseriLocal SettingshTempha.exe' {as user xPSPZ4Jae
12:58:20 User) attempted to access 'COWINDOWS \system32yjhd. dil'. The attempted access was a write
Al {operation = OPEN/CREATE). The user was queried and a "ves' response was received,
Details  Rule 130 Wizard A Find Similara
268 12/29/2005 xPSP2 The current application 'COAWINDOWSYsystem32vrundl32.exe' (as user XPSP2YJoe User) tried to
12:57:43 execute the new application 'C:h\Documents and Settings'Joe User\Local SettingshTempha.exe'. The
Al user was queried and a "Yes' response was received.
Details  Rule 511  Wizard Q Find Similarsl
267 12/29/2005 #PSP2 The process '"COAWINDOWS system32yrundll32 exe' (as user #PSP23Joe User) attempted to call the
12:57:06 function CreatefFilea("a.exe") from a buffer {the return address was OxcidEc), The code at this
AW address is '32c05050 b040c1e0 1850ff75 38ff5508 89454433 cO066b80c 012be08b f48d5e04' This
either happens when a process uses self~-modifying code or when a process has been subverted by
a buffer overflow attack, The user was queried and a 'Yes' response was received,
Cetails Rule 172 | Wizard A Find Similars | e
. Mo rule changes pending _ Logged in as: lboggis
@hl IManagement Center For Cisco Security Agents ¥4.5 é ‘-3 Local inkranet
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CSA Protection - WMF Exploit

Reference Material
S PRIVEON

For Additional Information see US-CERT

(VU#181038)
http://www.kb.cert.org/vuls/id/181038

— http://lwww.us-cert.gov/cas/techalerts/TA05-362A.html
http://www.microsoft.com/technet/security/advisory/912840.mspXx
http://isc.sans.org/diary.php?rss&storyid=972
http://isc.sans.org/diary.php?storyid=975
http://secunia.com/advisories/18255/
http://www.securityfocus.com/bid/16074
http://vil.mcafeesecurity.com/vil/content/v.137760.htm
http://www.f-secure.com/weblog/archives/archive-122005.htmI#00000753
http://www.symantec.com/avcenter/venc/data/bloodhound.exploit.56.html
http://www.ciac.org/ciac/bulletins/q-085.shtml
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http://www.kb.cert.org/vuls/id/181038
http://www.us-cert.gov/cas/techalerts/TA05-362A.html
http://www.microsoft.com/technet/security/advisory/912840.mspx
http://isc.sans.org/diary.php?rss&storyid=972
http://isc.sans.org/diary.php?storyid=975
http://secunia.com/advisories/18255/
http://www.securityfocus.com/bid/16074
http://vil.mcafeesecurity.com/vil/content/v_137760.htm
http://www.f-secure.com/weblog/archives/archive-122005.html#00000753
http://www.symantec.com/avcenter/venc/data/bloodhound.exploit.56.html
http://www.ciac.org/ciac/bulletins/q-085.shtml
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