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Cisco Security Agent
0-Day Protection against the WMF Exploit
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CSA Protection - WMF Exploit
CSA Provides 0-Day Protection Against WMF Exploit

• 0-Day Exploit
– Bugtraq Post on 12/27

“Warning the following URL successfully exploited a fully patched windows xp
system with a freshly updated norton anti virus.

unionseek.com/d/t1/wmf_exp.htm

The url runs a .wmf and executes the virus”

– SANS – Internet Storm Center 12/28
“We are moving to Infocon Yellow for a bit. There has been some debate among the 

handlers about this step, but considering that a lot of people are on holidays and 
might otherwise miss the WMF 0-day problem, we have decided to raise the alert 
level.”

“While the original exploit only refered to the Microsoft Picture and Fax Viewer, 
current information is that any application which automatically displays or renders 
WMF files is vulnerable to the problem. This includes Google Desktop, if the 
indexing function finds one of the exploit WMFs on the local hard drive ...”
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CSA Protection - WMF Exploit
CSA Stops Code Execution from Buffer Overflow
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CSA Protection - WMF Exploit
CSAMC Event Details
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CSA Protection - WMF Exploit
CSAMC Event Details (cont…)
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CSA Protection - WMF Exploit
CSAMC Default Desktop Policies (CSA 4.5.1.639)
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CSA Protection - WMF Exploit
CSAMC Event Details (cont…)

• The following slides step the user through 
the entire WMF exploit and a Spyware
version of payload execution to demonstrate 
how CSA provides protection at all levels 
using default desktop policies.

Note: This is for demonstration purposes only.  In a normal CSA 
deployment the user would not see any of these query messages.  
CSA would provide protection without user interaction.
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CSA Protection - WMF Exploit
Step 1: Buffer Overflow and Code Execution 
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CSA Protection - WMF Exploit
Step 2: Tries to Run Payload (a.exe)
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CSA Protection - WMF Exploit
Step 3: Payload Tries to Write DLL to System Folder
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CSA Protection - WMF Exploit
Step 4: Payload Tries to Modify Registry
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CSA Protection - WMF Exploit
Step 5: Payload Tries to Modify Registry (cont…)
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CSA Protection - WMF Exploit
CSAMC Event Details (Steps 1-5)
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CSA Protection - WMF Exploit
Reference Material

For Additional Information see US-CERT 
(VU#181038)
http://www.kb.cert.org/vuls/id/181038

– http://www.us-cert.gov/cas/techalerts/TA05-362A.html
http://www.microsoft.com/technet/security/advisory/912840.mspx
http://isc.sans.org/diary.php?rss&storyid=972
http://isc.sans.org/diary.php?storyid=975
http://secunia.com/advisories/18255/
http://www.securityfocus.com/bid/16074
http://vil.mcafeesecurity.com/vil/content/v_137760.htm
http://www.f-secure.com/weblog/archives/archive-122005.html#00000753
http://www.symantec.com/avcenter/venc/data/bloodhound.exploit.56.html
http://www.ciac.org/ciac/bulletins/q-085.shtml
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