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Overview  
 
Variations of web server directory traversal attacks have plagued both Windows 
and UNIX web servers.  In its most basic form, a directory traversal attack is an 
attempt to access files on a system that should not be accessible via a web server 
component.  Directory Traversal attacks usually result from improper sanitization 
of user input strings by the web server software.  A successful directory traversal 
attack can result in disclosure of sensitive system information, privilege escalation, 
and/or system compromise. 
 
An example of full system compromise via directory traversal is CVE-2000-0884 
(IIS Unicode Directory Traversal).  CVE 2000-0884, arguably the most famous 
directory traversal attack to date, affected both Microsoft IIS versions 4 and 5.  
When successfully exploited, CVE-2000-0884 can result in an attacker’s ability to 
run arbitrary commands under system account privileges – an example of the 
potential severity of directory traversal vulnerabilities. 
 
In this document, we will outline CSA’s ability to defend against directory traversal 
attacks by utilizing HTTPExplorer, a basic open source web server for the Windows 
XP platform. On 12/21/2006, exploit code was published to milw0rm.com outlining a 
basic directory traversal attack in HTTP Explorer 1.02.   Although the 
aforementioned exploit has been fixed in version 1.03, this vulnerability is an 
excellent example of directory traversal attacks that are all too common in web 
server software. 
 

Exploit Process Overview 
 
The HTTPExplorer 1.02 directory traversal attack is a remotely exploitable 
vulnerability that uses the familiar ../../ (dot dot slash) method of directory 
traversal.  Exploit code that is currently available simply discloses the contents of 
the boot.ini file (C:\boot.ini) although the traversal method could be modified to 
disclose any sensitive file on the system.  Similarly, changing the code to download 
malware to the system via TFTP/FTP or other built-in windows XP file transfer 
method is also theoretically possible. 
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PoC Exploit Testing Overview 

Testing Environment 

The Priveon test lab consisted of one windows XP system running the HTTPExplorer 
web server application and one simulated “attack system” running windows XP and 
Perl.   The Windows XP system running HTTPExplorer was placed in the Cisco 
Security Agent (CSA) “Servers – All Types” and “IIS Web Servers” groups.  
Additionally, we added HTTPExplorer to the CSA “IIS Web Server” Application class.   

While HTTPExplorer is obviously not an IIS web server, the IIS Web Server 
application class and group enforces data access control rules that prevent common 
string patterns used in windows directory traversal attacks.  Ideally in a production 
CSA environment, we would add a new application class for HTTPExplorer (or other 
custom web server software) and add the HTTPExplorer application class to the 
appropriate web server protection rules. 

Cisco Security Agent Version Tested: 

 
• CSA 5.1.0.69 (Default CSA Policies as shown in Figure 1) 
 

Figure 1:  Protected Host CSA Policies from v5.1.0.69 
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Exploit PoC Testing Results – Unprotected System 

The testing process involved Proof of Concept code obtained from Milw0rm.com 
which discloses the contents of boot.ini (figure 2).  Additional variations of the 
HTTPExplorer traversal vulnerability were also tested as seen in figure 3.  By 
utilizing the traversal pattern, attackers could potentially access system resources 
including the SAM and SYSTEM files.  Once the SAM file has been compromised, 
attackers can compromise local system accounts using only the offline SAM file and 
a related cracker such as Abel, 10phtcrack, or John the Ripper. 
 
 
Figure 2:  Milw0rm.com code disclosing the contents of boot.ini 
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Figure 3:  Variation of content disclosure leading to SAM (and local account) 
compromise

 
 
 

CSA Protected Exploit PoC Testing Results 
 
After testing the Milw0rm.com PoC code, the attacks were attempted with the 
Cisco Security Agent installed on the lab virtual hosts. 
 
CSA successfully prevented access from the server component of HTTPExplorer to 
the System API as seen in figures 4 and 5.  Specifically, System API rules prevented 
HTTPExplorer from accessing boot.ini and other sensitive files via system calls. 

 

NOTE: You may notice that some events reference CSA user query messages.  
CSA rules that utilize the Query rule action are dependant upon the level of 
interactivity provided by the CSA administrator. If certain elements of the CSA 
User Interface (UI) are disabled by the administrator, then the rules take the 
default action as specified in the given rule (most often DENY).   

Figure 4:  CSA events resulting from HTTPExplorer Directory Traversal attack  

 
 
 
 
 

 
Page 5 of 8 



  

PriveonLabs Research 
Cisco Security Agent Protection Series: 

Directory Traversal : HTTPExplorer 

 

  
www.priveon.com 

Page 6 of 8 

 
 
Figure 5:  Detailed CSA event resulting from CSA system API rules 
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Summary of Results  
 
CSA successfully prevented exploitation of the HTTPExplorer Web Server Traversal.  
System API control rules successfully prevented disclosure of the Boot.ini and other 
sensitive system information.  A layered approach to security including HIPS is 
especially important when protecting web servers and other external facing 
systems. 
  
 
 
References 
 
• http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2000-0884 
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