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Overview  
 
With the release of Cisco Security Agent (CSA) 5.2, Cisco has added the ability to 
assign end-point security policies based on the network interface type in use.  This 
new feature allows enterprises to secure their end-points via strict policies for 
systems both connected to the enterprise wireless network and when roaming. 
 
The new “network interface variable” has expanded functionality beyond simple IP 
address based policies for securing devices.  With this new addition, you are now 
able to set specific firewall policies based on what interface type is in use at any 
particular time.  This new feature also allows you to monitor what wireless network 
SSID’s are in use by your CSA protected systems, require a wireless encryption 
method for all wireless connections or restrict all wireless traffic when a system is 
connected to the enterprise network via a wired interface. 
 
 

The new features: 

Local Interface Classification:  

By pulling the interface description from Windows systems, CSA is able to 
determine the network type in use and enforce policy specific for that interface.  
The CSA administrator can view the interfaces in use on any given system by 
gathering data now available on the CSA Host Diagnostics page as seen in figure 1. 

Figure 1: Interfaces as seen by CSA host Diagnostics 

 
 

Local Interface Variables: 
 
With the ability to identify specific interfaces by type along with IP ranges and DNS 
suffixes, CSA now provides the “Local Interface Sets” variable (displayed in Figure 2) 
for use in network policies and system location specification.  
 
Figure 2:  Network Interface Sets: 
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Using interface characteristics, administrators can be extremely specific to the 
network interface type in use by end-points.  You also have the ability to wildcard 
the interface characteristics which is an extremely useful function when you are 
trying to identify all interfaces of a certain type such as WiFi or when defining 
ranges of acceptable SSIDs. 
 
The available network types are displayed in Figure 3 and listed as: 
Wired, WiFi, Virtual, PPP, Bluetooth, IEEE1394, Loopback, Unknown and Other. 
 
Figure 3:  Available Interface Types: 

 
 
 
Default Installed Policies: 
 
Cisco has added three relevant policies to CSA for the basic security of wireless.  
These should be used as templates for building policies used in securing wireless 
networks.  None of these interface specific rules are in use by default CSA policies 
and must be enabled by administrators. 
 
These policies include the denial of all wireless traffic when a system has an active 
Ethernet (LAN) connection, prevention of all AdHoc wireless networks and the 
requirement of using a VPN connection when only an active wireless interface is 
detected. 
 

Usage examples of Securing Wireless with CSA: 
 
Utilizing the System State function in CSA, you can easily enable rules dependant 
on the network type in use or system location. The matching conditions used for 
interface type information are applied just as previous System and User States 
were, on the Rule Module that contains the rules to be applied. This can be seen in 
Figure 4. 
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Figure 4:  System States applied to a Rule Module 

 
 
Preventing AdHoc wireless networks: 
 
There is a policy provided by Cisco that denies all AdHoc network traffic.  Enabling 
this rule is highly recommended for all systems.  The use of AdHoc networks is a 
large and commonly unmanageable problem for system administrators.  In general, 
this rule should be enabled by default for all managed systems. This is a common 
attack vector for attackers attempting to gain access to locally stored data on 
corporate laptops. Denying these connections and helping to solve this common 
problem for corporate security teams is now as simple as applying this new CSA 
policy. 
 
Figure 5:  AdHoc Rules 

 
 
Require VPN when non-approved wireless network is in use: 
 
There is also a Cisco provided policy which requires VPN connectivity when only a 
wireless interface is enabled and in use on the system. This policy requires further 
configuration prior to use.  The policy functions as follows: Upon the initial 
connection to an unknown SSID, the user will receive a query message informing 
them that a VPN connection will be required after a short period. This short period 
allows the user to use a web browser (for 300 seconds) to connect to a hotspot, 
authenticate, and get a VPN tunnel up and running.  The Cisco VPN policy or 
another custom policy allowing client access via VPN is also required in conjunction 
with this policy. The rules attached to the Force VPN policy are displayed in figure 
6. 
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Figure 6:  Force VPN Rules 

 
 
Deny all wireless traffic when Ethernet is active: 
 
This default policy is rather straight forward and simply denies all TCP and UDP 
traffic to the wireless interface if any Ethernet (LAN) interface is also currently 
active.  By preventing simultaneous wired and wireless access on a system you can 
help ensure the protected asset does not become a “back door” for illegal entry into 
the corporate network.  
 
Allowing Traffic to Approved SSID’s only while denying all others: 
 
Administrators may want to only allow access to enterprise defined SSID’s.  This is 
done by using the network interface characteristics setting in the interface variable.  
Options for this setting are interface type, network type, encryption method and 
SSID.  The encryption and SSID can also be wild-carded.  This interface set can be 
used to set the system state and apply policies to only those wireless networks that 
are unknown or not approved. In Figure 7, we define an Interface Set with a specific 
SSID of “Loggingyou” using WEP encryption. 
 
Figure 7:  Approved SSID Interface Set 

 
 
Denying Bluetooth Network Access: 
 
In addition to securing WiFi access, you also now have the ability to secure 
practically anything that creates a network interface in Windows - whether it is a 
virtual interface for a VPN adapter or a Bluetooth personal network. An example of 
a Bluetooth interface as seen by CSA is displayed in figure 8. 
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Figure 8:  Bluetooth Interface 

 
 
Using the Bluetooth interface variable, as seen in Figure 9, administrators can add 
this to a rule denying all traffic to and from the particular interface.  This will 
eliminate the need to manually disable Bluetooth networking and can be centrally 
managed through CSA. 
 
Figure 9:  Bluetooth Network Variable 

 
 
Adding the rule (seen in Figure 10) to the default policies will block all Bluetooth 
networking.  Administrators using the system state can be very granular on when 
Bluetooth networking can be used and what it may be used for.   
 
Figure 10:  Bluetooth Deny All Rule 

 
 

Summary 
 
The ability to leverage the new network interface type through CSA is a powerful 
tool.  Administrators now have the ability to enforce enterprise security policies for 
roaming systems based on the network type in use.  The flexibility through the 
existing CSA architecture allows for granular control of not only wireless but all 
network interfaces on a host system from a centrally managed security solution.



  

PriveonLabs Research 
Cisco Security Agent Series: 

Interface Identification and Control with CSA 5.2 

 

  
www.priveon.com 

Page 7 of 7 

 
 

 
 

 
 
 
 
 

Where to Go for More Information: 
 
 

Custom Research Documents 
Exploit Reverse Engineering/Forensics 

Security Implementation 
Real-World Training 

Managed Services 
 
 

Available @ www.Priveon.com 
 
 
 
 
 

 



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /Unknown

  /Description <<
    /ENU (Use these settings to create PDF documents with higher image resolution for high quality pre-press printing. The PDF documents can be opened with Acrobat and Reader 5.0 and later. These settings require font embedding.)
    /JPN <FEFF3053306e8a2d5b9a306f30019ad889e350cf5ea6753b50cf3092542b308030d730ea30d730ec30b9537052377528306e00200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /FRA <>
    /DEU <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
    /KOR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe7f6e521b5efa76840020005000440046002065876863ff0c5c065305542b66f49ad8768456fe50cf52068fa87387ff0c4ee575284e8e9ad88d2891cf76845370524d6253537030028be5002000500044004600206587686353ef4ee54f7f752800200020004100630072006f00620061007400204e0e002000520065006100640065007200200035002e00300020548c66f49ad87248672c62535f0030028fd94e9b8bbe7f6e89816c425d4c51655b574f533002>
    /CHT <FEFF4f7f752890194e9b8a2d5b9a5efa7acb76840020005000440046002065874ef65305542b8f039ad876845f7150cf89e367905ea6ff0c9069752865bc9ad854c18cea76845370524d521753703002005000440046002065874ef653ef4ee54f7f75280020004100630072006f0062006100740020548c002000520065006100640065007200200035002e0030002053ca66f465b07248672c4f86958b555f300290194e9b8a2d5b9a89816c425d4c51655b57578b3002>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


