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Overview

With the release of Cisco Security Agent (CSA) 5.2, Cisco has added the ability to
assign end-point security policies based on the network interface type in use. This
new feature allows enterprises to secure their end-points via strict policies for
systems both connected to the enterprise wireless network and when roaming.

The new “network interface variable” has expanded functionality beyond simple IP
address based policies for securing devices. With this new addition, you are now
able to set specific firewall policies based on what interface type is in use at any
particular time. This new feature also allows you to monitor what wireless network
SSID’s are in use by your CSA protected systems, require a wireless encryption
method for all wireless connections or restrict all wireless traffic when a system is
connected to the enterprise network via a wired interface.

The new features:

Local Interface Classification:

By pulling the interface description from Windows systems, CSA is able to
determine the network type in use and enforce policy specific for that interface.
The CSA administrator can view the interfaces in use on any given system by
gathering data now available on the CSA Host Diagnostics page as seen in figure 1.

Figure 1: Interfaces as seen by CSA host Diagnostics

Interface Characteristics: Virtual\WMware Virtual Ethernet Adapter for WMnets
Interface Characteristics: Virtual'WwWMware Virtual Ethernet Adapter for WMnetl
Interface Characteristics: Disconnected\Broadcom 440x 10/100 Integrated Controller
Interface Characteristics: Loopbacki\Loopback:

Interface Characteristics: wifivinfra‘enc:wepiLoggingyaou

Interface Characteristics: Virtual\Cisco Systems WPN Adapter

Local Interface Variables:

With the ability to identify specific interfaces by type along with IP ranges and DNS
suffixes, CSA now provides the “Local Interface Sets” variable (displayed in Figure 2)
for use in network policies and system location specification.

Figure 2: Network Interface Sets:

r Name| Filter: [<none= ﬂ” Version | <All= =l Description | Filter: [<none= ﬂ” 1

I wifi 5.2r203 This covers all 802.11 wireless interfaces a
I©  wi-fi Adhoc 521203 This covers 802.11 interfaces running in Adhoc mode (i.e. peer to peer) &
I~ wired 521203 This covers all ethernet and other wired interfaces )
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Using interface characteristics, administrators can be extremely specific to the
network interface type in use by end-points. You also have the ability to wildcard
the interface characteristics which is an extremely useful function when you are
trying to identify all interfaces of a certain type such as WiFi or when defining
ranges of acceptable SSIDs.

The available network types are displayed in Figure 3 and listed as:
Wired, WiFi, Virtual, PPP, Bluetooth, IEEE1394, Loopback, Unknown and Other.

Figure 3: Available Interface Types:
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Default Installed Policies:

Cisco has added three relevant policies to CSA for the basic security of wireless.
These should be used as templates for building policies used in securing wireless
networks. None of these interface specific rules are in use by default CSA policies
and must be enabled by administrators.

These policies include the denial of all wireless traffic when a system has an active
Ethernet (LAN) connection, prevention of all AdHoc wireless networks and the
requirement of using a VPN connection when only an active wireless interface is
detected.

Usage examples of Securing Wireless with CSA:

Utilizing the System State function in CSA, you can easily enable rules dependant
on the network type in use or system location. The matching conditions used for
interface type information are applied just as previous System and User States
were, on the Rule Module that contains the rules to be applied. This can be seen in
Figure 4.
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Figure 4: System States applied to a Rule Module
State Conditions
 Apply this rule module regardless of any state conditions

& Apply this rule module only if the following state conditions are met:

¥ System State Conditions:

The systemn state matches any of the following selected system state sets: m
Testing Wireless Mgmt not Reachable

Approved S5IDs

Cisco Trust Agent Infected Posture [W5.2 r203]

AND mevww | Cisco Trust Agent Quarantine Posture [V5.2 r203] =l
|double-click item to view|

Mone of the following selected system state sets: Approved SSIDs

Ethernet Active [W5.

System Booting [V5.2 r203]

Cisco Trust Agent Infected Posture [W5.2 r203]

meww | Cisco Trust Agent Quarantine Posture [V5.2 r203] hd

|double-click item to view|

[~ User State Conditions:
The user state matches any of the following selected user state sets: Administrators [V5.2 r203] ﬂ

Anonymous Logon (null session) [V5.2 r203]

Authenticated Users [V5.2 r203]

Backup Operators [V5.2 r203]

Hevw | Batch [V5.2 r203] =l

|double-click item to view

BT T

Preventing AdHoc wireless networks:

There is a policy provided by Cisco that denies all AdHoc network traffic. Enabling
this rule is highly recommended for all systems. The use of AdHoc networks is a
large and commonly unmanageable problem for system administrators. In general,
this rule should be enabled by default for all managed systems. This is a common
attack vector for attackers attempting to gain access to locally stored data on
corporate laptops. Denying these connections and helping to solve this common
problem for corporate security teams is now as simple as applying this new CSA

policy.

Figure 5: AdHoc Rules

Rules: 1 [1 enforce; 0 detect]
T ID Type Events Status Action Log Description
[T 514 Network access control Enabled Q FE  Deny all dlient and server communication over Wifi Adhoc interfaces.
b cmaatann ne s s, o s e s e A S R ot A AP ns . gl g oot "\11“"“““““?‘"“’"““".—‘-‘“ PSS S _ﬁu’-c.aq_._...o-)‘m'..l

Require VPN when non-approved wireless network is in use:

There is also a Cisco provided policy which requires VPN connectivity when only a
wireless interface is enabled and in use on the system. This policy requires further
configuration prior to use. The policy functions as follows: Upon the initial
connection to an unknown SSID, the user will receive a query message informing
them that a VPN connection will be required after a short period. This short period
allows the user to use a web browser (for 300 seconds) to connect to a hotspot,
authenticate, and get a VPN tunnel up and running. The Cisco VPN policy or
another custom policy allowing client access via VPN is also required in conjunction
with this policy. The rules attached to the Force VPN policy are displayed in figure
6.
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Figure 6: Force VPN Rules

Rules: 5 [3 enforce; 2 detect]

[ ID Type Events Status Action Log  Description I
T 519 Network access control Enabled Q F4 Allow Web Browsers Tempaorary Network Access "
T 516 MNetwork access control Enabled 0 §E Query the user to make a VPN connection

T 517 Network access control Enabled Q }Q Block All Applications from Network Access 3
T 518 Network access control Enabled 0 E:3 Add to Allow Web Browsers Temporary Network Access $
[T 520 Network access control Enabled [+] w Add to Allow Web Browsers
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Deny all wireless traffic when Ethernet is active:

This default policy is rather straight forward and simply denies all TCP and UDP
traffic to the wireless interface if any Ethernet (LAN) interface is also currently
active. By preventing simultaneous wired and wireless access on a system you can
help ensure the protected asset does not become a “back door” for illegal entry into
the corporate network.

Allowing Traffic to Approved SSID’s only while denying all others:

Administrators may want to only allow access to enterprise defined SSID’s. This is
done by using the network interface characteristics setting in the interface variable.
Options for this setting are interface type, network type, encryption method and
SSID. The encryption and SSID can also be wild-carded. This interface set can be
used to set the system state and apply policies to only those wireless networks that
are unknown or not approved. In Figure 7, we define an Interface Set with a specific
SSID of “Loggingyou” using WEP encryption.

Figure 7: Approved SSID Interface Set

Configuration » variables » Network Interface Sets » A_Wifi with SSID OTHER INTERFACE SET%.

¥ Wiew change history

Name
[A_Wifi with SSID

Description
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Configuration
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Insert Interface Characteristics 2 LI Insert Interface Characteristics 2

Network address ranges: <all> ;l ?

Insert Network Address Setsl [
|double-click variable ta view|
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Denying Bluetooth Network Access:

In addition to securing WiFi access, you also now have the ability to secure
practically anything that creates a network interface in Windows - whether it is a
virtual interface for a VPN adapter or a Bluetooth personal network. An example of
a Bluetooth interface as seen by CSA is displayed in figure 8.
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Figure 8: Bluetooth Interface

Interface Characteristics: Virtual\WMware Virtual Ethernet Adapter for WMnetd

Interface Characteristics: Virtual\WMware Virtual Ethernet Adapter for WMnetl

Interface Characteristics: Wired\Broadcom 440x 10/100 Integrated Controller

Interface Characteristics: Disconnected\Intel(R) PRO/Wireless 2915ABG Network Connection
Interface Characteristics: LoopbackLoopback

Interface Characteristics: Bluetooth'\Bluetooth Personal Area Network from TOSHIBA
Interface Characteristics: Virtual\Cisco Systems S50 VPN Adapter

Using the Bluetooth interface variable, as seen in Figure 9, administrators can add
this to a rule denying all traffic to and from the particular interface. This will
eliminate the need to manually disable Bluetooth networking and can be centrally
managed through CSA.

Figure 9: Bluetooth Network Variable

Configuration !
Interface characteristics matching: [E1uecootni > = but not: |<none> =fiz
Insert Intarface Characteristicsl Bl et interface Characteristics® = 1
Network address ranges: <all> =z
Insert Network Address Setd - |
double-click variable to view 3
WM*‘"”“ A B e g ARSI o s s bk A o ‘:&h""‘"“""

Adding the rule (seen in Figure 10) to the default policies will block all Bluetooth
networking. Administrators using the system state can be very granular on when
Bluetooth networking can be used and what it may be used for.

Figure 10: Bluetooth Deny All Rule

| Take the following action

IQPriority Deny LI
and 1}
¥ Log ¥ Take precedence ower other Priority Deny rules 1
3
E
| when
Applications in the following class: <All Applications> 1
'I
But not in the following class: =none>> 4
[Attempt to act as a | Client or server = | for network services: [STCP [VS.2 x203] =] (2] 4
SUDP [V5.2 r203]

Insert Network Service =l
|double-click variable to view

Communicating with host addresses: <all> !

e

Using these local interfaces: SBluetooth Network

<
P ——————— ""rr"”‘__“"“"‘,-*“ ‘_7‘___‘.\\_m“.._‘-.——--—-‘ﬂ“_‘-n—-l-_4. A A I RS i

Summary

The ability to leverage the new network interface type through CSA is a powerful
tool. Administrators now have the ability to enforce enterprise security policies for
roaming systems based on the network type in use. The flexibility through the
existing CSA architecture allows for granular control of not only wireless but all
network interfaces on a host system from a centrally managed security solution.
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